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Topics

Use of extrinsic information — data external to the content
— Topic 1. Robust digital watermarking

— Topic 2. Fragile and semi-fragile digital watermarking

— Topic 3. Reversible digital watermarking

— Topic 4. Steganography and steganalysis

Use of intrinsic information — data from the content

— Topic 5. Source device identification based on device
signatures extracted from images

— Topic 6. Source device identification based on enhanced
sensor pattern noise

— Topic 7. Unsupervised pattern classification

— Topic 8. Unsupervised image clustering based on enhanced
sensor pattern noise
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Objective
Although when appropriate, | will refer to my own works,
especially in the later topics.

The objective is not to present my own works because they
are too specific and not suitable for a short course aiming at
an audience with a diverse spectrum of expertise

The objective is to disseminate main ideas

So the approach is to present a few representative works
that have been the bases of many others’ works.
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What is Digital Watermark

Digital watermark: A small amount of digital information / data
embedded in host media such as text, audio, image and video.

Usually, it is made invisible.
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Applications

Copyright protection
— Owner identification
— Transaction tracking / fingerprinting

— Copy control
Broadcast monitoring

Multimedia authentication & integrity verification
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Why Watermarking for Copyright
Protection

Cryptography protects contents in transit, but not after
decryption.

Example: A piece of encrypted media can be purchased and
decrypted legally with the decryption key. However, unlimited
copies of the decrypted media can be redistributed illegally.

Watermark remains in the host media during normal
use
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Why Watermarking for Content
Authentication

Cryptography cannot localise tampering

Watermark can localise tampering
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Owner ldentification

Concern: Textual copyright notices may be
aesthetically annoying and be cropped off.

1972 Playboy centerfold

Solution: Watermark, as an ID of the
owner, can be made both invisible and
irremovable
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Transaction Tracking / Fingerprinting

Concern: Copyrighted media sold to multiple buyers
may be duplicated and redistributed by any one of
them.

Solution: A unique watermark is inserted into each copy
of the media in order to identify the legal recipient and
trace the source of illegal redistribution.

: Collusion attack - an adversary can collect
several copies of a single media, each with a different
watermark, and use them to create an approximation of
the original unwatermarked version by averaging the
legal copies.
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Copy Control

Concern: Copyrighted media can be copied / recorded.

Solution:

— Embedding a never-copy watermark that when detected
prohibits further recording

— Embedding a copy-once watermark to allow a the buyer to
make a backup, but the backup cannot be duplicated further.

Requirement: Every recording device must have a
watermark detector!

— Difficult to persuade manufacturers to install watermark
detectors because this adds cost to the devices while reducing
their value.
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Broadcast Monitoring

Concern:

Advertisers may be paying for commercials that are never
aired by the broadcasters. In turn performers do not get the
royalties from the advertisers.

Solution:

Embedding watermark in the commercials that is to be
broadcasted and allowing the advertisers to use their
watermark detector to monitor the broadcasting
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Multimedia Authentication &
Integrity Verification

Concern: Multimedia processing tools make
modification to digital content an easy job.

Solution: Watermark can be used to detect and locate
tampering.

Useful in applications of medical image archiving,
military intelligence, news broadcasting, and imaging of
evidences at crime and accident scenes for forensic or
Insurance purposes.
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Types of Watermark

Robust

— Ignorant of all kinds of manipulation, i.e., watermark should survive any
attack unless the attack destroys the value of the watermarked media.

— For copyright protection

Fragile

— Sensitive to all kinds of manipulation, i.e., if attacked the watermark should
be destroyed.

— For authentication and content verification

Semi Fragile
— Sensitive to malicious manipulations
— Tolerant of incidental manipulations, e.g., JPEG compression
— For authentication and content verification

Reversible
— Removable after authentication and verification
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Topic 1. Robust Digital Watermarking

Robust Digital Watermarking is expected to ignore all kinds of
manipulation, i.e. the watermark should survive any attack
unless the attack destroys the value of the watermarked
media.

For copyright protection
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Robust Watermarking for Ownership
|dentification

Robust watermarking is usually carried out in the frequency domain

Discrete Cosine Transform (DCT), Discrete Fourier Transform (DFT),
Discrete Wavelet Transform (D\VWT) are the common tools for
transforming media from time / spatial domain to frequency domain,
with each frequency component represented as a weighted average
of all components in the time / spatial .

Let f{r) be the original media and C(v) the representation of f{¥) in

frequency domain
— DCT Nt &2t +)vp o

C(v) = t - < 1

(v) a(V)atzof()COSS >N B (1)

— IDCT (Inverse DCT)
_ Nt é,(ZZ‘ +1)V,0g 2
F@O=ami cw) Cosg——— =1 (2)

v=0
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Why Watermarking in Freq. Domain

Watermarked media may undergo such as
rotation, translation, scaling and cropping in the temporal / spatial
domain. Embedding watermark in the frequency domain spreads the
watermark over the whole temporal / spatial extent of the media, and
is therefore less likely to be destroyed by those operations.

Many , such as JPEG, MPEG, achieve data
compression by eliminating perceptually non-salient (high-frequency)
components (i.e., details) because human eyes and ears are less
sensitive to details of the media. Those compression schemes usually
take place in the frequency domain.

U Alow freq media. The U A high freq media. The

noise ‘:’ is noticeable noise ‘:’ is less noticeable

Robust watermarking is usually carried out on the low- or mid-
frequency components so as to make the watermark resilient to those
geometric distortions and allow the embedder to avoid the high-
frequency components easily.
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Example of Robust Watermarking

l. J. Cox, J. Kilian, F. T. Leighton, and T. Shamoon, "Secure Spread
Spectrum Watermarking for Multimedia," IEEE Trans. on Image
Processing, 6(12), December 1997

Cited 4289 times: Citation report by Google Scholar on 16 May 2011

Used as an example here because it forms the foundation of quite a
number of works
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Watermark Embedding Process
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Watermark Extraction Process
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Formation of Watermark Signal

A watermark X can consist of a sequence of key-
generated real numbers X =x,, x,, x;,  €.,n determines
the length of the watermark.

Practically each value x; is usually generated according to
a normal (Gaussian) distribution N(0,1), with its mean
equal to 0 and variance equal to 1.
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Watermark Embedding Procedure

Perform DCT on the original media f{¢) to get C(v), Ie,

C(v) = DCT(A(2)).
Select n components V= {C(v,), C(v,), C(v;) , C&, ) }under
the control of a secret key

Embed the watermark X (X = {x,, x,, x;,  €}) intax /' to obtain
its watermarked version V; according to any one of the
following equations:

C'(v,)) =CWv,) +ax; (3.a)
C'(v;)) =C(v;) A +ax;) (4.a)
C'(v;) =C(v;)(e™) (5.a)

Replace V' with V;to obtain C;(v).
Perform f;(¢) = IDCT(C/ (v)) to get the watermarked media f;(¢) .
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Original and Watermarked Images

Original “Lena” Watermarked “Lena” using
Eq. (4a) with a = 0.1

The greater the value of a, the more robust the watermark is.
But the distortion to the host image is also more significant.

S0 need to strike a good balance between security and
imperceptibility.
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Watermark Extraction Procedure

Denote the media arriving at the extractor by 7(¢), which may or
may not be a manipulated version of 7/ (7).

Perform DCT on f7(¢) to get C*(v).

Identify V"= {C"(v,), C*(v,), C*(v;) , C&yv,)}under the control
of a secret key

Extract the watermark X (X"= {x",, x*,, x5, € }) according to
any one of the following equations:

x;, = p (3.b)
So18C() L8 (4.b)
' a ?C(vi) Q
w_1a C*(v)0 (5.b)
S e
Calculate the similarity sim(X, X ") = s *C?( (6)
X &
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Watermark Extraction (Similarity
Comparison)

18 T

Watermark Similarity

1 1 1 1 1 1 Il 1 1
n 100 200 300 400 500 BOD 700 800 500 1000

Random Watermarks

This figure shows the similarities between a watermark X* extracted from
the watermarked image on Slide 22 and 1000 different watermarks.

It indicates that the 200th watermark is the one embedded, i.e., the
ownership of the image belong to the owner of the 200th watermark.
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Rescaling Attack (1)

Down scaled
watermarked image

Rescaled image for
watermark extraction.

The quality of the image as well as the embedded watermark have
been damaged by the scaling operation.
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Rescaling Attack (2)
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Although the similarity between watermark X* extracted from the
watermarked image on Slide 25 and the 200th watermark is lower
than that shown on Slide 24, the ownership is still clearly identified.
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JPEG Compression
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JPEG encoded image with 10% Random Watermarks
quality factor

This example shows that to effectively remove the watermark,
the quality / value of the image will have to be destroyed too.
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Watermark Attacking
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Image of “Lena” after five Five owners are identified and
successive watermarks for owner ownership dispute arises!

Identification have been added
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Transaction Tracking /
Fingerprinting v.s. Collusion Attack
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Image after averaging five separately

watermarked visions of “Lena’. If the five watermarks are intended for
identifying five different buyers, then this
figure shows that the scheme is robust
against collusion attack.
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Conclusions

Digital watermarking is intended for complementing
cryptography, not for replacing it. Actually, cryptography is
iIntensively used in conjunction with digital watermarking, e.g.,
hash functions are quite often used to generate signatures of
the media contents, which are then used as watermark.

It is difficult to strike a balance distortion and robustness.
Embedding more watermark bits inflicts more distortion on the
watermarked image while introducing more secret information
into the media, thus providing higher security.

This is a race without a finish line! New attacks are always
under development, so should the watermarking schemes.
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Topic 2. Fragile and Semi-Fragile
Digital Watermarking

Fragile Watermarking
Sensitive to all kinds of manipulation, i.e. if attacked, the

watermark should be destroyed.

Semi Fragile
— Sensitive to malicious manipulations
— Tolerant of incidental manipulations, eg, JPEG compression

Applications: authentication and content verification
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Authentication & Verification

Malicious tampering

— Cover-up / cut-and-paste: the operation of cutting one region / block of the
media and pasting it somewhere in the same or another media.

— Vector quantisation / collage attack: forging a new watermarked image (a
collage) from a number of authenticated images watermarked with the
same key and watermark / logo by combining blocks while maintaining
their relative positions in the forged version.

— Transplantation attack: Let fj,- fj; denote that the hashing or the
calculation of some sort of
. Given images f;and f% with block f;, = 1%, fiz = f%,
and fj- = f%, but f}, . /%, if the following dependence relationships exist
Jix
J
then the pairs (1}, 1% without being detected.
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Authentication & Verification

Requirements

— High security: relying on the secret key, not the secrecy
of the algorithm

— Low embedding distortion
— High resolution of tamper localisation
— High sensitivity to the aforementioned attacks

Resisting attacks: establish non-deterministic dependence
l.e. involve or correlate neighbouring pixels in a non-
deterministic manner during the watermarking process
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Fragile Watermark Embedding (1)

Ai): the ith pixel of the original image f, with each pixel represented in 8 bits
b: number of LSB watermarkable bits of each pixels to be watermarked

i (D): the ith pixel of the image f; received by the watermark extractor.

w(i): the ith pixel of the key-generated watermark w, w(i) I [0, 2¢-1], b < 8)
wj(i): the ith bit of the watermark image w, extracted by the extractor

N(i): the dependence neighborhood centered at pixel i and consisted of £ 3 &
pixels including pixel i itself

S(): the secret sum (i.e. dependence of pixel i on N(i)) :

si=a (P (1)
]I N@G) g 2 H
The floor function “remove” the b LSBs, e.g9.,127=0111111, Y é2277u: 31=011111
D(i): the ith pixel of the difference map D between w and wj, D(i) | {0, 255}
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Embedding Algorithm

Step, 1. Specify the number of watermarkable bits » of each pixel and the size of
N(i) agreed with the watermark detector.

Step, 2. Generate a watermark image w of the same dimensions as the original
Image f'with the secret key shared with the watermark detector

Step, 3. For each pixel i of the original image f
Calculate the secret dependence information S(i) according to Eq. (1)
Use S(i) as the seed of a random number generator to generate an
integer v(i) in the range of [0, 2°-1]
Replace the b least significant bits of (i) according to Eq. (2)
b LSB of /(i) = v(i) A w(i) (2)
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Extraction Algorithm

Step, 1. Specify b and the size of N(i) agreed with the watermark embedder.

Step, 2. Generate w of the same size as f;with the secret key shared with the
embedder

Step, 3. For each pixel i of the received image f;
Calculate S(7) according to Eq. (1) based on the received image f;
Use S(i) as the seed of a random number generator to generate v(i)
Extract watermark bit w/i) according to Eq. (3)

wii) =v(i) A (f{i) mod 2¢) (3)
Calculate the binary difference D(i) between w(i) and w i) using Eq.
(4)
i

255 ,otherwise
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Experlment1 Watermarkmg

(a) The original image, (b) The watermarked image with the number of watermarkable bits b
=1 and PSNR at 51.1 dB. (c) The watermarked image with b = 2 and PSNR at 44.1 dB. (d)
The watermarked image with and PSNR at . The size of N(i) is equal to 5x 5
pixels in all cases. (PSNR: stands for Peak Signal-to-Noise Ratio).
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Experiment 2 — Cover-Up Attack

(b) (c)

(a) The tampered image (b = 2) with the characters on the jet fighter removed.
(b) The actual region tampered with.

(c) The difference map D with the size of the neighbourhood N(i) equal to
59X 5 pixels.
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Experiment 3 - Vector
Quantisation Attack
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(a) (b)
(a) Aforged image with its four quadrants taken from four slightly different
and authentic images watermarked with the proposed scheme.
(b) Difference map shows that the image is actually a collage made of four
blocks taken from different images.

WARWICK Multimedia Security and Forensics 39



